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FedLine Web Certificate Retrieval Procedures

This guide provides step-by-step information to help you download a FedLine Web® certificate for your
Internet Explorer v6.0/7.0 browser. The certificate is issued to authenticate the user and to grant access
to pre-approved sections of the FedLine Web application.

The FedLine Web access solution requires browsers to be configured to use 128-bit encryption. If you
are unsure of the encryption level of your browser or how to upgrade, please contact the Customer
Contact Center servicing your Federal Reserve District. Customers in the Atlanta, Boston, Chicago,
Kansas City, New York and Philadelphia districts should call the Customer Contact Center in Kansas City
at 1-800-333-2690. Customers in the Cleveland, Dallas, Minneapolis, Richmond, San Francisco and St.
Louis districts should contact the Customer Contact Center in Minneapolis at 1-888-333-7010.

Before proceeding with the instructions provided in this guide, please have
both your Reference Number and Authorization Code available.
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Retrieval Procedures for Internet Explorer v6.0 & v7.0 on
Windows XP®

From the Internet Explorer browser, go to the Web address provided in the documents you
received containing your Authorization Code and Reference Number. Please note that even though
the two Internet Explorer browser versions contain variations in the user interface, the Federal
Reserve Banks Certificate Retrieval web site, procedures for certificate retrieval and
warning/security messages are the same.

1. From the Federal Reserve BanksoCertificate Retrieval window, click Web Browser User.

{2 Entrust Authority™ Enrollment Server for Web - Windows Internet Explorer,
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Certificate Retrieval Home
Certification Practice Welcome to the Federal Reserve Banks Certificate Retrieval site. The Federal Reserve Banks
Statement provide web-based access to select senvices by leveraging public key infrastructure (PKI)
Web Site Administrater technology. Access to applications is protected through the use of digital certificates to ensure
strong mutual authentication between your browser and the application servers. For instructions
on how to download a Federal Reserve digital certificate. select the following document.
Retrieving Certificates for Internet Explorer
For your security, access to our senvices requires a browser that supports a minimum set of
capabilities. Support for 128-bit Secure Sockets Layer (SSL) protocol is required. Most
commercially available browsers support 128-bit SSL. however if your browser does not support L
128-bit SSL, you may want to download a browser upgrade at one of the sites listed below.
Browser Upgrade Sites
http:/fwww.microsoft.com/windows/ie/downloads/default.asp
)
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2. Select Retrieve a Federal Reserve Banks User Certificate.

(= Entrust Authority™ Enroliment Server for Web - Windows Internet Explorer
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o reference number and the

Web Site Administrator authorization code that were issued to you by the Federal Reserve Banks. If your reference
number and authorization codes are approved, your certificate will automatically be imported
into your Web browser. For further instructions, please refer to the appropriate Web browser
instructions located on the certificate retrieval home page.

Retrieve the Federal Reserve Banks CA Certificate.

MNOTE: If you are retrieving a Federal Reserve Bank user certificate you do not need to
retrieve the Federal Reserve Banks CA certificate — this certificate is automatically imported
inte your browser when you retrieve a Federal Reserve Banks User Certificate. The Federal
Reserve Banks CA certificate allows users to verify that the Web site they are visiting is
considered trustworthy and secure. With this CA certificate, your browser will automatically
trust all certificates signed by the Federal Reserve Banks Certification Authority. If you select
this option, you will be asked if you want to accept the Certification Authority’s certificate for
your Web browser. By accepting the CA certificate, it will be imported directly inte your Web
browser.
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In some instances, a yellow security bar will be displayed at the top of the web page which states
AThi s website wants atldo m:u modfhte Ceorltliofwiicnagt e Enr ol
from O6Microsoft Corporationo. | fon and wantito allewittd h e

run, click hereébo

Clicking on the yellow bar will display a context menu which shows the following options: 1) Run
ActiveX Control,2)Wh at 6 s t h3 MdRd Iisfderdation. To download a certificate, you will
need to click on Run ActiveX Control to install the add-on.

Upon the success oftheadd-on i nstall ation, the browser wil/|
page again, presenting you with the options to Retrieve a Federal Reserve Banks User
Certificate and Retrieve the Federal Reserve Banks CA Certificate. Click on the first option to

continue to download a user certificate.

Enter your Reference Number and Authentication Code.
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