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Legal Notices

Limitations of This Guide

This guide provides confidential information to support your efforts to identify the
FedLine Web configuration that best fits your organization's unique computing
environment. All configuration options in this guide are provided on the basis of then-
current industry practices for general security and configuration logic but may be
superseded as time and circumstances change the security environment associated
with your organization's configuration and/or the FedLine Web architecture. While
the Federal Reserve Banks will endeavor to provide notice of changes to
configuration options, as provided in OC 5, your organization is ultimately
responsible for securing its own network and FedLine Web connection.

THIRD-PARTY INFORMATION REPRODUCED IN THIS GUIDE IS PROVIDED "AS
1IS." THE FEDERAL RESERVE BANKS PROVIDE SUCH INFORMATION ONLY AS
A CONVENIENCE TO USERS AND DISCLAIM ALL REPRESENTATIONS AND
WARRANTIES FOR SUCH INFORMATION, INCLUDING BUT NOT LIMITED TO
ANY WARRANTIES CONCERNING THE INFORMATION'S ACCURACY, FITNESS
FOR A PARTICULAR PURPOSE, NONINFRINGEMENT AND/OR USAGE. THE
FEDERAL RESERVE BANKS SHALL NOT BE LIABLE FOR ANY LOSSES,
DAMAGES OR EXPENSES ARISING OUT OF USE OF, INABILITY TO USE OR
RELIANCE ON SUCH INFORMATION.

Trademarks

The Financial Services logo, “FedLine Web,” “FedLine” and “FRBservices.org” are
service marks of the Federal Reserve Banks. A list of marks related to financial
services that are offered to financial institutions by the Federal Reserve Banks is
available at FRBservices.org®.

“Microsoft” and “Windows” are registered trademarks of Microsoft Corporation in the
United States and other countries.
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Overview

This guide provides step-by-step instructions to help you add and/or remove a Federal
Reserve Banks digital certificate from your browser. It also provides information about
certificate contingency procedures and practices. The certificate is issued to
authenticate the Subscriber and to grant access to authorized FedLine® and Federal
Reserve Bank services.

Browser-based access requires the user’s personal computer (PC) to comply with basic
hardware and software requirements. To download a Federal Reserve Banks certificate,
your PC must meet the FedLine Web Hardware and Software Requirements.

If you are unsure if your PC meets the hardware and software requirements, FedLine
customers should contact the Support Center at 833-FRS-SVCS (833-377-7827). Non-
FedLine customers should contact support as directed during the enrollment process.

Before proceeding with the instructions provided in this guide, have both your
Reference Number and Authorization Code available.
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Certificate Retrieval Procedures
Certificate Creation

1. Using a supported browser, visit https://registration.federalreserve.org.

2. On the “Certificate Registration Home” page, click the Certificate Download
button.

THE FEDERAL RESERVE

FRBservices.org™

Certificate Registration Home

Welcome to the Federal Reserve Banks certificate registration site. The Federal Reserve Banks provide web-based access to Federal Reserve Bank
services by leveraging public key infrastructure (PKI) technology. Access to Federal Reserve Bank services are protected through the use of digital
certificates to ensure strong mutual authentication between your web browser and the Federal Reserve Banks.

Instructions for ereating a Federal Reserve Banks user certificate can be found here.

Certificate Download

Certification Authority (CA) Certificates

WARNING - Private Information System

You are accessing an information system provided for authorized use only. If you are not authorized to use this information system, disconnect
immediately. Unauthorized access is prohibited and may result in civil and/or criminal penalties. By logging on, you acknowledge that Reserve
Banks may audit, access, monitor, intercept, or search your communications and data; you have no reasonable expectation of privacy; and your
communications and data may be disclosed or used by Reserve Banks.

Use of the Federal Reserve Bank Systems are Si.lh]éf.‘( to the terms and conditions ofOperating Circular 5, Electronic Access, incl ud!ng the
Certification Practice Statement, and Password Practice Statement, where applicable. These documents are available on the Operating

Circulars page.
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3. Enter your “Reference Number” and “Authorization Code” in the appropriate
fields. Click the Generate PKCS12 button.

= THE FEDERAL RESERVE

FRBservices.org™

Certificate Download

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

Generate PKCS12

4. Using the password rules that display when you begin to type, enter a password
to protect the P12 certificate that you will download. Note this password, as you
will need it to install your certificate. Click the Generate PKCS12 button.

Certificate Download

Generate Digital ID

Generate Entrust PKCS12 Security Store
Password and Confirm Password are required

....... 0
¥ Must be at least 8 characters long.
+ Must contain an uppercase letter.
+ Must contain a lowercase letter.
+ Must contain a number.
+ Must contain a non-alphanumeric symbol (e.g. @#$%).
@

* Confirm Password

Confirm Password is required

Generate PKCS12
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5. The following screen displays.

= THE FEDERAL RESERVE

FRBservices.org™

Certificate Download

Generate Digital ID

Generate Entrust PKCS12 Security Store

O Your PKCS12 file will be downloaded shortly.

6. The certificate file will save to your Downloads directory unless you specify a
different directory. Open the directory to which the file was saved and double-
click the certificate file. This launches the Certificate Import Wizard.

7. Select “Current User” and click the Next button, and then click the Next button
on the following screen.

£* Certificate Impart Wizard & &* Certificate Import Wizard

File o bmport

Welcome to the Certificate Import Wizard Fy the fle yoan mac b et

This wizard helps you copy certificates, certificate trust ists, and certificate revocation
ists: from your disk to a certificate store. File rusme

Browee...
A certificate, which is issued by fication sutherity, f f your identity
and containg information used to protect data or b establich secure netweark
connections. A certificate store i the system area where certificates are kept.

Mote: More than one certificate can be stored in & sngle file in the following formats:
Personal Information Exchange- PICS 212 (PR, .P12)

Store Locaton Cryptographic Message Syntax Standard- PRES 27 Certificates (.P78)
)

@ Current User Mcrosoft Serialzed Certficate Store (.SST)

(ChLocal Machine

To contirue, cick Next.

Cancel MNest: Cancel
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8. Enter the P12 password created in step 4, ensuring that the import options
indicated below are selected. Click the Next button and then click the Next

button on the following screen.

&« &+ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

() Display Password

Import options:

I8 Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

18 Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

() Protect private key using virtusized-based security(Non-exportable)

8 indude all extended properties.

(e ]

Cancel

=

£* Centificate Import Wizard

Cortificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
(®) Automatically select the certificate store based on the type of certificate
(C)Place ol certificates in the folowing store

Browse...

Cancel

Click the Finish button.

& EF Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘fou have spedified the following settings:
Certificate Store Selected Automatically determined by the wizard
Content PFY
File Hame (o™

Cancel
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10. On the “Importing a new private exchange key” screen, click the Set Security
Level... button.

Importing a new private exchange key x

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medum I Set Security Level... I

0K Cancel Details...

11. Select the “High” option and click the Next button.

Choose a Security Level X

Choose a secunty level appropriate for this item.

® High
Request my permission with a password when this
item is to be used.

O Medium
Request my permigsion when this Rem is to be used.

<o ==
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12. Create a password to protect your private key. The password should follow your
organization’s password requirements. Click the Finish button.

@ NOTE: This is a different password than the one created in step 4.

Microsoft Windows will use this will be the password to protect your
certificate. Remember this password, as any time you use your certificate
in the future to connect to Federal Reserve Bank Services, your browser

will prompt you for this password.

Create a Password X

Create a password to protect this tem

Create a new password for this item
Password for: @“API Private Key |

Passwond: LTI 1
Confim: sensnsssens |

T e =

13. Verify that your security level is set to high, and then click the OK button.

Importing a new private exchange key b

An application is creating a Protected tem

CryptoAP| Private Key

Securty level set to High Set Security Level...

Cancel Detais...
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14.You have successfully downloaded and installed your certificate. Click the OK
button. You may now close your browser.

Certificate Import Wizard *

o The import was successful.

15. Locate the file that was downloaded in steps 5 and 6 and save it to a secure
location (such as a network drive) for contingency purposes, in accordance with
your organization’s policies. Once saved to a secure contingency location, the file
can be deleted from your PC’s local drive. You should also save the password for
the P12 file and the password for the private key to a secure location for
contingency purposes, in accordance with your organization’s policies.

16. Verify that you have correctly installed the certificate. In the Microsoft® Windows®
search box in the lower-left corner of your screen, search for “Manage user
certificates” and then press the Enter key or select “Open.” The Windows
Certificate Manager window will display.

& certmgr - [Certificates - Current User] - O »
Eile  Action View Help
s @ c> 8m

(@ Certificates - Curent User Logical Store Name
| Personal

| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
Active Directory User Object
| Trusted Publishers
Untrusted Certificates

| Third-Party Root Certification Authorities

Trusted People

| Client Authentication lssuers
Other People

| Local NonRemovable Certificates
Smart Card Trusted Roots

Persenal

| Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authonties
| Active Directory User Object

Trusted Publishers

| Untrusted Certificates
| Third-Party Roct Certification Authorities

Trusted People

| Client Authentication lssuers

| Other People

| Local NonRemovable Certificates
| Smart Card Trusted Roots

17.1n the left pane, expand the “Personal” folder and click the “Certificates” folder.
You should see your newly downloaded certificate in this folder. If multiple
Federal Reserve Bank credentials appear in the list, the newly downloaded
certificate will typically have the latest expiration date. After verifying that your
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certificate has imported, close the Certificate Manager window.

ﬁ certrngr - [Certificates - Currént User\Personal Certificates] = O »
File Action View Help
- ENCE:
i ¥ Certificates - Current User Issued To - Issued By Expiration Date i
| - pErscnall : pA] FRB Services Issuing CA1 2/19/2024
Certificates |

i | Trusted Root Certification Au |
[ | Enterprise Trust
[ Intermediate Certification Au |
| | Active Directory User Object |
! | Trusted Publishers |
; Untrusted Certificates
| | Third-Party Root Certificatior
| Trusted Pecple
| | Client Authentication lssuers

| Local NonRemovable Certific |
[ Smart Card Trusted Roots |
[ |
| ¢ > || < b
Personal store contains 1 centificate.

@ NOTE: You must safeguard the digital certificate and its associated private
key. Make sure you:

e Create a backup copy of the digital certificate file for business
recovery purposes and store this copy in a safe location.

e Limit on a need-to-know or need-to-have basis all logical and physical
access to the digital certificate. This includes access to the certificate
repository that stores the certificate within your workstation or
operating system.

e Limit on a need-to-know or need-to-have basis all logical and physical
access to any backup copies of the digital certificate created through
backup solutions.

e Remember the password for your certificate, as the Federal Reserve
Banks cannot reset it. If you forget your password, a new certificate
must be issued.

Installing the Federal Reserve Banks Certificate Authority Certificates
Some users may need to manually install the Federal Reserve Banks Certificate
Authority (CA) certificates. Follow the procedures below to complete this activity on
any computer that will be used to access Federal Reserve Bank Services.
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FRB Services Root CA Certificate

1. Browse to the “Certificate Registration Home” page at
https://registration.federalreserve.org and click the Certification
Authority (CA) Certificates button.

THE FEDERAL RESERVE

FRBservices.org™

Certificate Registration Home

Welcome to the Federal Reserve Banks certificate registration site. The Federal Reserve Banks provide web-based access to Federal Reserve Bank
services by leveraging public key infrastructure (PKI) technology. Access to Federal Reserve Bank services are protected through the use of digital
certificates to ensure strong mutual authentication between your web browser and the Federal Reserve Banks.

Instructions for creating a Federal Reserve Banks user certificate can be found here.

Certificate Download

Certification Authority (CA) Certificates

WARNING - Private Information System

You are accessing an information system provided for authorized use only. If you are not authorized to use this information system, disconnect
immediately. Unauthorized access is prohibited and may result in civil and/or criminal penalties. By logging on, you acknowledge that Reserve
Banks may audit, access, monitor, intercept, or search your communications and data; you have no reasonable expectation of privacy; and your
communications and data may be disclosed or used by Reserve Banks.

Use of the Federal Reserve Bank systems are subject to the terms and conditions of Operating Circular 5, Electronic Access, including the
Certification Practice Statement, and Password Practice Statement, where applicable. These documents are available on the Operating

Circulars page.

2. Click the FRB Services Root CA Certificate button.

THE FEDERAL RESERVE

FRBservices.org™

Certification Authority (CA) Certificate

If you are retrieving a Federal Reserve Banks (FRB) user certificate, you do not need to retrieve the FRB Services Root CA Certificate or the FRB
Services Issuing CA Certificate, These certificates will be included in the certificate package file.

The FRB Services Root CA and FRB Services Issuing CA Certificates allow users to verify the web site they are visiting is considered trustworthy and
secure. With these credentials, your web browser will trust certificates issued by the FRB Services Root and Issuing CAs.

If you have a need to select the following options, you will be asked if you want to accept the Certification Authority's Certificate on your Web
browser. Accepting the FRB Services Root CA and FRB Services Issuing CA Certificates will import them directly into your Web browser.

FRB Services Root CA Certificate

FRB Services Issuing CA Certificate (2017-2030)

FRB Services Certificate Chain

FRB Services Root CA Certificate (PEM encoding)

HIIDh)CCAMEQAWIBAGIETUMKODANBgkqhkiGIWIBAQsFADS I HQawCQYDVOOGEWTL

CZEeMBWGALIUEChMVASVEKIXIhDCBS L,

WYDVOQLEWXQS0kY

U2Vydml  ZXMxH T AL BgNVEAMTI FEZSQiBTIXI2aWN loyBSb2 90 IENBMB4XDTEXMDEY
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3. The certificate file will save to your Downloads directory unless you
specify a different directory. Open the directory to which the file was saved
and double-click the certificate file.

4. In the “Certificate Information” window, click the Install Certificate...
button.

a  Certificate X

1 Details Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

+ All issuance policies
« All application policies

Issued to: FRE Services Root CA

Issued by: FRE Services Root CA

Valid from 1/28/2011 to 1/28/2031

Install Certificate...
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5. The “Certificate Import Wizard” initiates. Click the Next button.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificats revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@) Current User

() Lozal Machine

To continue, dick Mext.

6. Select “Place all certificates in the following store” and click the Browse
button. Browse to and select the “Trusted Root Certification Authorities”
option and click the OK button. Click the Next button.

& &* Cenificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store
Certificate store:

[ Trusted Root Certfication Authorities | [Bromse... |
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7. Click the Finish button.

£ £* Cedificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

\Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O automaticaly select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
[ Trusted Root Certiication Authorites | [Eromse ]

8. A confirmation window displays when the certificate has been installed
successfully. Click the OK button.

Certificate Import Wizard X

o The import was successful,
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Federal Reserve Bank Services Issuing CA Certificate
To install the Federal Reserve Bank Services Issuing CA certificate:

1. Browse to the “Certificate Registration Home” page at
https://reqistration.federalreserve.org and click the Certification
Authority (CA) Certificates button.

THE FEDERAL RESERVE

FRBservices.org™

Certificate Registration Home

Welcome to the Federal Reserve Banks certificate registration site. The Federal Reserve Banks provide web-based access to Federal Reserve Bank
services by leveraging public key infrastructure (PKI) technology. Access to Federal Reserve Bank services are protected through the use of digital
certificates to ensure strong mutual authentication between your web browser and the Federal Reserve Banks.

Instructions for creating a Federal Reserve Banks user certificate can be found here.

Certificate Download

Certification Authority (CA) Certificates

WARNING - Private Information System

You are accessing an Iinformation system provided for authorized use only. If you are not authorized to use this information system, disconnect
immediately. Unauthorized access is prohibited and may result in civil and/or criminal penalties. By logging on, you acknowledge that Reserve
Banks may audit, access, monitor, intercept, or search your communications and data; you have no reasonable expectation of privacy; and your
communications and data may be disclosed or used by Reserve Banks.

Use of the Federal Reserve Bank systems are subject to the terms and conditions of Operating Circular 5, Electronic Access, including the
Certification Practice it, and P. d Practice where applicable. These documents are available on the Operating

Circulars page.

FedLine Web Certificate Guide
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2. Click the FRB Services Issuing CA Certificate (2017-2030) button.

THE FEDERAL RESERVE

FRBservices.org™

Certification Authority (CA) Certificate

If you are retrieving a Federal Reserve Banks (FRB) user certificate, you do not need to retrieve the FRB Services Root CA Certificate or the FRB
Services Issuing CA Certificate. These certificates will be included in the certificate package file.

The FRB Services Root CA and FRB Services Issuing CA Certificates allow users to verify the web site they are visiting is considered trustworthy and
secure. With these credentials, your web browser will trust certificates issued by the FRB Services Root and Issuing CAs.

If you have a need to select the following options, you will be asked if you want to accept the Certification Authority's Certificate on your Web
browser. Accepting the FRB Services Root CA and FRB Services Issuing CA Certificates will import them directly into your Web browser.

FRB Services Root CA Certificate
FRB Services Issuing CA Certificate (2017-2030)

FRB Services Certificate Chain

FRB Services Root CA Certificate (PEM encoding)
————— IF, ————

kqhliGoW0BAQsFADBIMOsuC

AW,

c2EeMBWGALUE!

1BTZXJ2aWN1cyBSb290IENEMB4XDTEXMDEY

U2Vydml ) ZXMxHTADBgNVEAMIFEZSQ

3. The certificate file downloads to your Downloads directory unless you

FedLine Web Certificate Guide

specify a different directory. Open the directory to which the file was saved
and double-click the certificate file.
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4. In the “Certificate Information” window, click the Install Certificate...
button.

a  Certificate X

General Details Certification Path

=R Certificate Information

This certificate is intended for the following purpose(s):

+1.3.6.1.4.1.7611.100.1.1 A
*1.3.6,1.4.1.7611.100.1.2
*1.3.6.1.4.1.7611.100. 1.3
*1.3.6.1.4.1.7611.100. 1.4
*1.3.6.1.4.1.7611.100. 1.5
+1.3.6.1.4.1.7611.100. 1.6 v

Issued to: FRB Services Issuing CA1

Issued by: FRB Services Root CA

valid from 12/9/2017 to 12/9/2030

Install Certificate...  Issuer Statement

5. The “Certificate Import Wizard” initiates. Click the Next button.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is isswed by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(@) Current Usar
(D) Local Machine

To continue, dick Next.

FedLine Web Certificate Guide
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6. Select “Place all certificates in the following store” and click the Browse...
button. Browse to and select the “Intermediate Certification Authorities”
option and click the OK button. Click the Next button.

€& &5 Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store: )
[mrermedm Certification Authorities] Browse...

Cancel

7. Click the Finish button.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:
(W LR e e Y Intermediate Certification Authorities
Content Certificate

Cancel
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8. A confirmation window displays when the certificate has been installed
successfully. Click the OK button.

Certificate Import Wizard X

o The import was successful.

FedLine Web Certificate Guide
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FedLine Web Certificate Removal Procedures

This section provides step-by-step instructions to help you remove a FedLine Web
certificate. We recommend that you create a copy of your FedLine Web certificate using
the contingency procedures before continuing with this guide.

Your screen images and language may vary slightly from the images in this section
depending on your version of Windows and your browser. Review the FedLine Web
Hardware and Software Requirements page on FRBservices.org for a list of supported
platforms.

If you are unsure of how to proceed, call the Support Center at 833-FRS-SVCS (833-
377-7827).

To remove a Federal Reserve Banks certificate:

1. On your PC, search for and select “Internet Options” using the search bar on
your taskbar. On the resulting “Internet Properties” window, select the “Content”
tab. Click the Certificates button.

" Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.

[ Clear SSL state ‘ Certificates || Publishers

AutoComplete
= AutoComplete stores previous entries Settings
;?j on webpages and suggests matches
for you.
Feeds
_j | Feeds provide updated content from Settings
Y| websites that can be read in your

browser and other programs.

nf’ Some settings are managed by your system administrator.

OK Cancel
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2. Select the certificate you want to delete and click the Remove button.

s

Certificates g

Intended purpose: [<A.l> 'l

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ | *

Issued To Issued By Expiratio...  Friendly Name
FedLine X User FRB Services 7/1/2018 <None>

| tmport... | [ Export... [|[ Remove
Certificate intended purposes

Client Authentication

Learn more about certificates

3. If you receive a message asking, “Do you want to delete the certificates?” click
the Yes button.

-
Certificates I-‘_—J

You cannot decrypt data encrypted using the certificates. Do you want
5’5_ to delete the certificates?

4. Verify that you have successfully deleted the digital certificate by navigating back
to the “Internet Properties” window, selecting the “Content” tab and clicking the
Certificates button. Confirm that the deleted certificate is no longer displayed in
the resulting “Certificates” window. When complete, click the Close button.
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FedLine Web Certificate Contingency Procedures

This section provides instructions to help you export a FedLine Web certificate for your
browser for contingency purposes. We recommend that you create a copy of your
FedLine Web certificate in the event your stored certificate is corrupted or deleted.

Your screen images and language may vary slightly from the images in this guide
depending on the version of Windows you are using. Review the FedLine Web
Hardware and Software Requirements page on FRBservices.org for a list of supported
platforms.

If you need browser assistance, contact the Support Center at 833-FRS-SVCS (833-
377-7827).

Certificate Export Procedures
To export a certificate:

1. Onyour PC, search for and select “Internet Options” using the search bar on
your taskbar. On the resulting “Internet Properties” window, select the
“Content” tab. Click the Certificates button.

& Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for enarypted connections and identification.

| Clear ssL state ‘ Certificates || Publishers

AutoComplete

= AutoComplete stores previous entries Settings
;?_, on webpages and suggests matches
for you.

v— | Feeds provide updated content from Settings
«E] websites that can be read in your
browser and other programs.

nﬁ Some settings are managed by your system administrator.

OK Cancel
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2. Highlight the certificate you want to export and click the Export button.

Certificates X

Intended purpose: <All> v

Personal Other People  Intermediate Certification Authorities Trusted Root Certificatior ¢ | * |

Issued To Issued By Expiratio...  Friendly Name
Rl TestCert X FRB Services Issuing ...  12/2/2022  ou=l

Import... ' Remove Advanced
Certificate intended purposes
Client Authentication, Secure Email, Any Purpose
View
Close

3. This opens the Certificate Export Wizard. Click the Next button.

&% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

To continue, dick Next.

Cancel

FedLine Web Certificate Guide
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4. Select “Yes, export the private key” and click the Next button.

& £* Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
@Yes, export the private key

(O)No, do not export the private key

5. Select the settings indicated below, if available, and click the Next button.

@ NOTE: Your options may differ from those shown in the screenshot
below depending on your operating system.

& £* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

Indude all certificates in the certification path if p

(® Personal Information Exchange - PKCS #12 (.PFX)
FA Indude all certificates in the certification path if possible

[CJpelete the private key if the export is successful
El Export all extended properties
EAEnable certificate privacy

Microsoft Serialized Certificate Store (.S5T)
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6. Enter a strong certificate password, as defined in the Federal Reserve Banks’
Password Practice Statement. Ensure that “TripleDES-SHA1” is selected in
the “Encryption” field. Click the Next button.

€ &* Certificate Export Wizard
Security
To maintain security, you must protect the private key to a security principal or by
using a password.
[[] Group or user names (recommended)
Add
Remove

[ Password:

| LR LA L L L L L) |

Confirm password:

| SesBRRRRRES |
Encryption: | TripleDES-SHA 1 ~

7. Specify the destination of the file. Click the Next button.

€ £* Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:
C:\FedLine_User\Certificate_Backup.pfx| Browse...
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8. Click the Finish button.

€ &* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

C:\Fedline_User\Certificate_Badkup.|
Yes
Indude all certificates in the certification path Yes
File Format

Export Keys

Personal Information Exchange (*.pfx]

Cancel

9. You will be prompted to enter your certificate password. Enter your password
and click the OK button.

Exporting your private exchange key X

An application is requesting access to a Protected item.

Password for:

CoptorPl Prvatekey | ]

[] Remember passward

Gt ] [
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10. The success message window displays. This completes the certificate export.
Click the OK button.

Certificate Export Wizard X

The export was successful.

If you no longer require the certificate on the PC after it has been exported, make
sure to delete the certificate.

To import the certificate on a contingency machine or contingency location, follow
the certificate import procedures in the “Certificate Retrieval Procedures” section’s
“Certificate Creation” subsection within this document. Certificate import procedures

can be found in steps 6-14.
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