Entrust® Certificates Update

For FedLine® access solutions

The process to update your Entrust Certificates is quick, easy and should have minimal impact on your
institution. For customers using non-Windows® operating systems please follow your vendor’s
operating instructions for performing the update.

Getting Started
Please read the following before proceeding with the required Entrust Certificate update:

¢ You will install two Entrust Certificates during this process: (1) Root Certificate “Entrust CA (2048)” and
(2) Root Certificate “Entrust Root CA — G2”.

You may need administrator-level access to your institution’s computer(s) to perform this update.
e Do not remove any existing Entrust Certificates.

e There are three sections in this guide. If you are working on a computer that is connected to the
Internet, you will need to complete Section 1 in addition to Section 3. If you are working on a computer
that is not connected to the Internet, you will need to complete Section 2 in addition to Section 3.

0 Section 1: Update Your Entrust Certificates — with an Internet-connected computer
0 Section 2: Update Your Entrust Certificates — with a non Internet-connected computer
0 Section 3: Verify Your Current Entrust Certificates

Questions

If you have any questions about this guide or the update process, please contact the
Customer Contact Center at (888) 333-7010, and select Option 1 for technical support.
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Section 1: Update Your Entrust Certificates — with an Internet-connected computer

1. Open an Internet Explorer{'5 browser and visit the Entrust SSL Certificates Web page at
http://www.entrust.net/developer/index.cfm (Off-site Link)

2. On the Entrust SSL
Certificates Web page,

Root Certificates

Entrust has four public roots that are available for download. The following table explains the £
. “ different applications of each Entrust CA. To obtain any ofthese root certificates click the
CIle DOWnload Root Download™ button below the following table.
Certificates” Certification Extended Server Client Secure Code Certificate
Authority Walidation Auth Auuth Email Signing Thumbprint
(EW) (SHA-1)

Entrust / / / , 29456 9BEG

Secure Server 1AFESEEB 4D 2B
S 22007 CBE S4FC
217E1S539

\

*Trust Uses

Entrust Root / / / /

cA

B31E B1B7
A0E36CE84 0204
DC3I7TD44D FSD4
6T 4952F9

*Trust Uses

Entrust CA
(2048}

S0Z20 0609 1DI7
D4FS AEZ9 FYCB
EV9Z2 FO7TD 6520
2431

“Trust Uses

Entrust Root , / , ( B8CF4 27FD 790C

T - G2 2AD1 6606 SDES
*Trust Uses 1EST EFBB 9322

\
\
\
\
LY VN

|

e
o/

[/D,l d Root Certificat o
\ /
3. On the Entrust SSL Ent

Certificates download Enfrust ssL certificates ——
page, select “Personal
Use” and click “Download

CertiﬁcateS” Products Buy Customer Service Support Resources Affiliates Customers About Entrust
Rescurces Download
White Papers
Enrcliment Guides Flease identify the reason for downloading the Entrust Root Certificate:

Technical Reg

Legsl Agresments ® Personal Use
Root Certificates @ .

"R an application

[ Download Certificates ]
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4. On the following Web
page, ensure that the
“Root Certificates” tab is
selected.

Download the second
Root Certificate listed,
“Entrust CA (2048)", by
clicking on the File
Download link

“entrust 2048 ca.cer”

Root Certificates | EV Chain Certificates || Non-EV Chain Certificates |

Entrust Secure Server CA
File Download:
entrust_ssl_ca.cer
entrust_ssl_ca.der
Thumbprint: 9945 9BEG 1AFE 8868 4D2B 28200 7CBS 54FC 317E 1539
Base 64 Format:
——BEGIMN CERTIFICATE—-

MIEZDCCBEGgAwWIBAGIEMOrsQzAMNBgkghkiGOwOBAQUFAD CBWZELMAK
GATUE

BhMCWVMxFDASBgMNYVBACT COVUdHI 1 c3QubmyVOMT sw O QY DV QQLEZI2d
FcuZWs0

crVzdCEUZK Qv 1 BTIGIuY Z29yvcCdgY nkgomyYmLiAobh GlitaxXRzl GxpYWIUKTE
|

MCMGATUECKMcKGMpIDESOTgRWS0cnYzd CSuZX Qg T GIaxRIZDESMD
aGATUE

AxMxRWS0enVzd CSuZXQgU2VidxJIFMIcnZIciBDZX0aWZpY 2F0aWaulEF
1

dGhvecmI0eTAeFwilSOTATMUMNASMDBaFPwixOTATMjUxMNMSMDBaMIHD
MCisw

AR

(R T I e B0 T W S o i Wl P T — o 0 S LS

Entrust Ca (2048)
File Download: entrust_Z2045_ca.cer

239 F7FCB EV927D7D 6520 3431

BEGIM CERTIFICATE—

MIEKCCAxKoAWIBAQIEQGPe+DAMNBglkqhkiGOwWwIBAQUFAD CBIDELUMBIG
AAUEChMLRWSDCcnVzdC5u

5. In the dialogue box that
appears, click “Open”
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6. In the Certificate menu,
click “Install
Certificate...”

A

7.In the Certificate Import Wizard Welcome Screen, click “Next >"

8. In the Certificate Import Certificate Import Wizard
Wizard Certificate Store Certificate Store
Screen, Se|ect Certificate stores are syskem areas where certificates are kept,

“Automatically select the
Certiﬁcate store based on Windows can automatically select a certificate store, or wou can specify a location For

e, e ———
the type of certificate” and Wam skore based o the vie oF certificatd >
click “Next >" () Place all certificates T S OTe

 Yerwaew
= Back @xtj[ Cancel ]

9. In the Certificate Import Wizard Completing the Certificate Import Screen, click “Finish”

10. Once you are
prompted with the
following screen notifying
you that the import was

successful, click “OK” ©
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11. After you have clicked

“OK” your browser should _
remain on the Entrust
certificate download site.

You will now download the
second certificate.

Scroll to the bottom of the
Entrust page and
download the last Root
Certificate listed, “Entrust
Root CA — G27, by
clicking on the File
Download link

“‘entrust g2 ca.cer”

12. Follow steps 5 — 10 above to complete the second Root Certificate download

You have now downloaded both Root Certificates. Please move on to Section 3 to verify your current

Entrust Certificates.
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Section 2: Update Your Entrust Certificates — with a non Internet-connected computer

1. Access an Internet-connected computer. Open an Internet Explorer browser and visit the Entrust SSL
Certificates Web page at http://www.entrust.net/developer/index.cfm (Off-site Link)

2. On the Entrust SSL Root Certificates
-pu Entrust has four public roots that are available for download. The following table explains the Fi
Certlflcates Web page different applications of each Entrust & To obtain any ofthese root certificates click the
! Download™ button below the following table.
H @
CIICk Download ROOt Certfication Extended Server Client Secure Code Certficate
- Awuthornty Validation Auurth Auwuth Email Signing Thumbprint

Certificates” =) sHa-)
Entrust 99465 9BES
Secure Server / l l l / 1AFESS6B 4D 2B
A BZ2007CBS8 54FC
“Trust Uses S1TE1S39
Entrust Root B21E B1B7T
[N / / / / / 40EZ26C84 0204
*Trust Uses DC37Dh44D FSD4

B7F4952F9
Entrust CA S030 0509 1D97F
(2048) J { { { l D4F5 AEZ29 F7TCB
*Trust Uses E7V92 ¥D7D 652D
3431
Entrust Root 8CF4 27FD 7F90C
CA- G2 / / / / / 2401 6606 BDES
*Trust Uses 1E57 EFBB 2322
L — —— T2ZD4
7
« Download Root Certificates 1
Ent
3. On the Entrust SSL Enfrust o’
UST SSL Certificates

Certificates download —
page, select “Personal

Use” and CI|Ck “Download Products Buy Customer Service Support Resources Affiliates Customers About Entrust
Certificates”

Resources Download
White Fapers
Enrcliment Guides Please identify the reason for downloading the Entrust Root Cerificate:

Technical Reguirements

Legal Agr

& Personal Use

=

[, e cding ki

Root Certificates

Em—

=0 application

Download Certificates

4. On the following Web [ Root certificates || EV Chain Certificates || Non-EV Chain Certificates |
page1 ensure that the E_ntrust Secure Server CA
“Root Certificates” tab is File Dowmnload:

entrust_ssl_ca.cer

entrust_ssl_ca.der
SeIeCted' Thumbprint: 99A6 9BEG 1AFE 8868 4D2B 8200 7CBS 54FC 317E 15329
Base 64 Format:

BEGIN CERTIFICATE—— -~
MIEZDCCBESgAWIBAGIEMNOrSQzANBgkghki GOwiIBAQUFAD CBwzELMAk
GATUE
BhMCVVIMxFDASBaNVBACTCOVUdHI1c3QUbMYOMTSwOQYDVAQLEZIZd
JculWa0
Download the second CcNVzd CEUZXOVR1BTIGIUY29ycC4gY nkgcmymLIAO b GIaxXRz GXp Y WIUKTE
. . X
Root Certificate listed, MCIMGATUECxMcKGMpl DESOTkgRWSDcnVzd C5UZXQaTGltaXRIZDESMD
« ” gGATUE
Entrust CA (2048) ) by AxMXRWS 0cnVzd CSUZXQgU2V| dXJIIFNIcnZIciBDZX0aWZpY 2F0aWaulEF
. . . 1
C|ICkIng on the File dGhvemI0eTAEFWOSOTATMjUXMNIASMDBaFwOxOTATMUxMIMSNDBaMIHD
A MQsw -
Download link

ntrust CA (2048)
File Download: entrust_2045_ca.cer
humbprint: 5020 0609 1D97 D4F5 A

“entrust 2048 ca.cer”

F7CB EF92 TD7D 652D 3431

BEGIM CERTIFICATE—-

MIEK]CCAK gAWIBAGIECQGPe+DANBgkghkiGOwilBAQUFADCBIDEUMBIG
AMTUEChMLRWS0cnVzdC5u

>
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5. In the dialogue box that
appears, click “Save”

) O

Save the certificate to a
removable drive

6. You will now download
the second cetrtificate.

Scroll to the bottom of the
Entrust page and
download the last Root
Certificate listed, “Entrust
Root CA — G27, by
clicking on the File
Download link

“‘entrust g2 ca.cer”

C O

7. In the dialogue box that
appears, once again click
“Save”

—> -

Save the certificate to the
same removable drive
used for step 5.
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8. Insert the removable drive into the computer(s) that is not connected to the Internet, which utilizes
the FedLine Advantage and FedLine Web access solutions, Check 21 SecureTransport Client and
Fedlimage and Fedimage Services Gateway.

9. Double click on the File
Download link

“entrust 2048 ca.cer”
available in your
removable drive menu

In the Certificate menu,
click “Install
Certificate...”

A

10.In the Certificate Import Wizard Welcome Screen, click “Next >"

11. In the Certificate
Import Wizard Certificate
Store Screen, select
“Automatically select the
certificate store based on
the type of certificate” and
click “Next >”

Certificate Import Wizard EJ

Certificate Store
Cetrtificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For

fwatamnatically seleck the certificate sktore based on the bvpe of certificate:
() Place all certificates TS
) =)
SN

12. In the Certificate Import

Wizard Completing the Certificate Import Screen, click “Finish”

13. Once you are
prompted with the
following screen notifying
you that the import was
successful, click “OK”.

-
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14. To download the
second certificate, double
click on the File Download
link “entrust g2 ca.cer”
available in your
removable drive menu

In the Certificate menu,
click “Install
Certificate...”

A

15. Follow steps 10 — 13 above to complete the second Root Certificate download.

You have now downloaded both Root Certificates on your computer. The process outlined in Section 2
should be repeated for all non Internet-connected computers which utilize the FedLine Advantage and
FedLine Web access solutions, Check 21 SecureTransport Client and Fedlmage and Fedimage
Services Gateway. Please move on to Section 3 to verify your current Entrust Certificates.
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Section 3: Verify Your Current Entrust Certificates

N
* Open an Internet Explorer® browser

<
* Open the "Tools" menu
 Select "Internet Options"
» Select the "Content" tab )

¢ Click "Certificates"
* Select the "Trusted Root Certification Authorities" tab

 Scroll down to verify you have both of the following certificates in your trusted
certificate root store

 Entrust.net Certification Authority (2048), Expiration Year 2029
» Entrust Root Certification Authority - G2, Expiration Year 2030
* Do not remove any existing Entrust Certificates

“FedLine,” “FedLine Advantage,” “Fedimage” and “FedLine Web” are registered service marks of the Federal Reserve Banks. A complete list of marks
owned by the Federal Reserve Banks is available at FRBservices.org.

Entrust” is a trademark or a registered trademark of Entrust, Inc. in the United States and certain countries

“Windows” and “Internet Explorer” are registered trademarks of Microsoft Corporation in the U.S. and/or other countries.

“SecureTransport” is a trademark of Axway Inc, formerly Tumbleweed Communications Corp.
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