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FedLine Web® Certificate Contingency Procedures

This guide provides step-by-step information to help you export a FedLine Web® certificate for your
Internet Explorer® browser for contingency purposes. We recommend that you create a copy of your
FedLine Web certificate in the event your stored certificate is corrupted or deleted.

Your screen images and language may vary slightly from the images in this guide depending on the
versions of Windows and Internet Explorer you are using. Review the FedLine Web Hardware and
Software Requirements page on FRBservices.org for a list of supported platforms.

If you need browser assistance, please contact the Customer Contact Center at 1-888-333-7010.

Certificate Export Procedures

1. Open Internet Explorer. Click Tools = Internet Options > Content. Then click Certificates.

| General | Security | Privacy | Content |Cunnectiuns | Programs | Aduan::ed|

Content Advisor

q Ratings help you control the Internet content that can be
viewed on this computer,

[ @l Enable... Settings

Certificates
IUse certificates for encrypted connections and identification.

[ Clear 551 state ] | Certificates | [ Publishers

AutoComplete

AutoComplete stores previous entries [ Settings
on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated [ Settings
| content from websites that can be

read in Internet Explorer and other

programs,

@ Some settings are managed by your system administrator,

Ok ] [ Cancel
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2. Highlight the certificate you want to export and click Export.

Intended purpose; [f:AJI:b

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | *

Issued To Issued By Expiratio...  Friendly Name
54 Fedline X User FRE Services ... 2/2/2015 FedLine X User ...

1
Import... !][ Export...

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

Learn more about certificates
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3. This opens the Certificate Export Wizard. Click Next.

© 2015 Federal Reserve Banks

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext,
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4. Ensure that Yes, export the private key is selected and click Next.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to expart the private key with the certificate?

(@) ¥es, export the private keyi

(71 Mo, do not export the private key

Learn more about exporting private keys
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5. Choose the settings indicated below and click Next.

Certificate Export Wizard I = I

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use;
DER. encoded binary X.509 (.CER)
Base-64 encoded ¥, 505 {.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

(@ Personal Information Exchange - PKCS #12 (.PF¥)
[] Indude all certificates in the certification path if possible
[] Delete the private key if the export is successful

Fxport all extended properties:

Microsoft Serialized Certificate Store ((55T)

Learn mare about certificate file formats
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6. Enter a strong certificate password as explained in the Federal Reserve Banks’ Password Practice
Statement. Click Next.

Password

To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password (mandatory):
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7. Specify the destination of the file. Click Next.

File to Export
Specify the name of the file you want to export

File name:
c:\Fedline X User_Certificate_Backup.pfx

< Back “ Mext = ][ Cancel
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8. Click Finish.

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have spedified the following settings:
Export Keys Yes
Indude all certificates in the certification path  Yes
File Format Person;

9. Ensure that you receive the following message. This completes the certificate export. Click OK.

' Certificate Export Wizard (B

The export was successful,
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Certificate Import Procedures

1. Open Internet Explorer. Click Tools & Internet Options - Content. Click on Certificates.

| eneral | Security | Privacy | Content |Cunnectiuns | Programs | .ﬁ.duan::ed|

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer.

[ '@' Enable... Settings

Certificates

A

[ Clear S5L state ] k Certificates { [ Publishers

IUse certificates for encrypted connections and identification.

AutoComplete

= AutoComplete stores previous entries [ Settings
on webpages and suggests matches
for you.

Feeds and Web Slices
@ Feeds and Web Slices provide updated [ Settings
F| content from websites that can be
read in Internet Explorer and other
programs.

@ Some settings are managed by your system administrator.

Ok ] [ Cancel
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2. Click Import.

Certificates u

Intended purpose: [{AJI} - ]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *

Issued To Issued By Expiratio...  Friendly Name

Imnport... Export... Remove

Certificate intended purposes

View
Learn more about certificates Close
|
© 2015 Federal Reserve Banks FedLine Web® Certificate Contingency Procedures
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3. This opens the Certificate Import Wizard. Click Next.

Welcome to the Certificate Import
Wizard

This wizard helps yvou copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.
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4. Browse to the certificate file that you would like to Import. Click Next.

Certificate Import Wizar [

File to Import
Specify the file you want to import.

File name:

C:\Fedline X User_Certificate_Backup.pfx Browse... |

Maote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 ((PFX,.P12)

Cryptographic Message Syntax Standard- PKICS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats
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5. Enter the password for the private key and ensure that the settings below are selected. Click Next.

Certificate II'I’IPCII't Wizar ! X I

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark: this key as exportable. This will allow you to bad: up or transpart your
keys at a later time.,

[¥]Indude all extended properties.

Learn mare about protecting private keys

< Back ][ Mext = ][ Cancel
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6. Ensure that the settings below are selected. Place all certificates in the following store:
Personal will be selected automatically. Click Next.

Certificate Il'ﬂpol't Wiza =&t I

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store!

Certificate store;

Learn more about certificate stores
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7. Click Finish.

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Cerfificate Store Selected by User RS0

Content PFEX
File Mame C:Wsersiglpns01iDe

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium [ Set Security Level...

OK || Cancel || Detais..
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9. Select High. Click Next.

Choose a security level appropriate for this item.

© Hgh
Request my permission with a password when this
item is to be used.

(71 Medium
Request my permission when this item is to be used.

10. Specify a strong password for the certificate password as explained in the Federal Reserve Banks’
Password Practice Statement. Click Finish.

Create a password to protect this tem.

Create a new password for this item.
Password for: Crypto&P] Private Key

Password: T

Confim: T T ITIT

] [ Cancel

FedLine Web® Certificate Contingency Procedures
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11. Note the Security level is now set to High. Click OK.

© 2015 Federal Reserve Banks

An application is creating a Protected item.

CryptaAP| Private Key

Security level set to High [ Set Security Level...

OK || Cancel || Detais..
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13. Verify that your import was completed successfully. Open Internet Explorer and click Tools
- Internet Options = Content. Click Certificates.

| General | Security | Privacy | Content |Cunnecﬁnns | Programs | Aduanced|

Content Advisor

ei Ratings help you control the Internet content that can be
viewed on this computer,

[ @'Enable. . Settings

Certificates
IUse certificates for encrypted connections and identification.

[ Clear S5L state ] k Eerﬁﬁmtes i [ Publishers

AutoComplete

= AutoComplete stores previous entries [ Settings
on webpages and suggests matches
for you,

Feeds and Web Slices

Feeds and Web Slices provide updated
content from websites that can be
read in Internet Explorer and other
programs,

@l Some settings are managed by your system administrator,

Ok ] [ Cancel
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14. The newly imported certificate should appear in the Certificates section at this time.

Intended purpose: [«:AJI:» v]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | *

Issued To Issued By Expiratio...  Friendly Name
5 FedLine ¥ User FREB Services ... 2/2/2015 Fedline X User ...

Import... || Export.. || Remove

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

Learn mare about certificates

© 2015 Federal Reserve Banks FedLine Web® Certificate Contingency Procedures
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Installing the Federal Reserve Banks Certificate Authority (CA)

Certificates

Some users may need to manually install the Federal Reserve Bank CA Certificates. Follow the
procedures below to complete this activity on any new computer that will be used to access Federal

Reserve Bank Services.

FRB Services Root CA Certificate

1. Toinstall the Federal Reserve Banks CA certificates on a PC that will be used to access Federal
Reserve Bank Services, browse to the following URL:

https://reqistration.federalreserve.org/UserRegistration2/en US/cacert.isp

2. Two links to the separate certificates are listed. Click on FRB Services Root CA Certificate.

FED'ERAL RESERVE BANK SERVICES

m Certificate Reqistration
Home

m Create Certificate

w Certification Authority
Certificate

m Certification Practice
Statement

Certification Authority (CA) Certificate

If you are retrieving a Federal Reserve Banks (FRB) digital certificate you do not need to refrieve
the FRE Services Root CA Certificate or the FRE Services Issuing CA Ceriificate. These cerificates are
automatically imported into your Web browser when you retrieve a FRE Digital Certificate.

The FRB Services Root CA and FRB Services Issuing CA Certificates allow users to verify that the Web
site they are visiting is considered trustworthy and secure. With these credentials, your Web browser will
automatically trust all Cerlificates assigned by the FRE Services Root and Issuing CAs.

If you have a need to select the following options, you will be asked if you want to accept the Certification
Authority's Certificate on your Web browser. Accepting the FRE Services Root CA and FRE Services
Issuing CA Certificates will import them directly into your Web browser.

FRB Services Root CA Certificate.

FRB Services |ssuing CA Certificate.

FRB Services Root CA Certificate (PEM encoding)

————— BEGIN CERTIFICATE--—--

MIIDhjCCEm6gRwIBRAgIETUMECDANBgkghkiGOwOBAQsFADRIMOswCOYDVOOGEWT1
czEeMBwGAIUEChMVERDVEZXThbCESZXN1cnZ 1IEJhomt eEMRUWEWYDVOOLEwxOS0kg
Uz2Vydml]j ZXMxHTAbBgNVEAMTFEZSQIiBTZXJ2aWN1cyBShb2Z 90 IENEMB4XDTEXMDEY
CDE4NTE1NFoXDTMxMDEyODESMIEINFowY zELMAKGA 1 UEBhMCAXMxH) AcBgNVERACT
FUZlZGVyYWwoUmVzZXJ2Z5SBCYWSrczEVMBMGAIUECKMMUE L JIFN1cnZpY 2VaMR 0w

© 2015 Federal Reserve Banks
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3. Inthe File Download prompt, click on the Open button.

File Download - Security Waming =3

Do you want to open or save this file?

Name: FREServicesRootCA.cer
= ﬂ Type: Security Certificate, 906 bytes
From: registration.federalreserve.org

[ Open ] . Save | [ Cancel

potentially harm your computer. i you do not trust the source, do not

|@ While files from the Intemet can be useful, this file type can
,
= open or save this software. What s the risk?

=

4. Inthe Certificate Information window, click on the Install Certificate button.

General | Details | Certification Path |

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: FRE Services Root CA

Issued by: FRE Services Root CA

valid from 1/ 28/ 2011 to 1/ 28/ 2031

ﬁnsmll Certificate. .. i I=suer Statement

Learn more about tertificates
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5. The Certificate Import Wizard will be initiated. Click on the Next button.

-

Certificate Import Wizard

==

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Next > J ’ Cancel

6. Select Place all certificates in the following store and click Browse. Select the Trusted
Root Certification Authorities option and click OK. Verify the selection and click on the Next

button.

Certificate Import Wizard

S

Certificate Store

the certificate.

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

Certificate store:

(@) Place all certificates in the following store

Trusted Root Certification Authorities

Learn more about certificate stores

< Back ][ Mext = ][ Cancel
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7. Click Finish.

F —— ™
Certificate Import Wizard 22
e
Completing the Certificate Import
Wizard
p The certificate will be imported after you didk Finish.
£
w You have spedfied the following settings:
Certificate Store Selected by User [Eg=s Dalld o= i)l
Content Certificate
| |
] 1 b

< Back ][ Finish ][ Cancel
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8. A Security Warning prompt will be displayed containing the Thumbprint information for the
FRB Services Root CA Certificate. (This will not be displayed for the FRB Services Issuing
CA Certificate.) Verify the Thumbprint and click on the Yes button to install the certificate.

Thumbprint (shal): 871BAAF5 OCFC2ECB 69EFAE14 BE9D71FB BBESE7CY

You are about to install a certificate from a certification authority (CA)
. claiming to represent:

FRE Services Root CA

Windows cannot validate that the certificate is actually from "FRB
Services Root CA". You should confirm its origin by contacting "FRB
Services Root CA". The following number will assist you in this process:

Thumbprint (shal): 871BAAFS 0CFC2ECE 69EFAEL4 BEQDT1FE
BBEBEFCT

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

9. A confirmation prompt will be displayed when the certificate has been installed successfully. Click

on the OK button to complete the FRB Services Root CA Certificate installation.

Certificate Import Wizard ‘ ﬁ

:_I The import was successful.

oK
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FRB Services Issuing CA Certificate

1. Toinstall the Federal Reserve Banks CA certificates on a PC that will be used to access

Federal Reserve Bank Services, browse to the following URL:

https://reqistration.federalreserve.org/UserRegistration2/en US/cacert.isp

2. Two links to the separate certificates are listed. Click on FRB Services Issuing CA Certificate.

RFEspsEsRAE=~R'ESERVE BANK SERVICES

m Certificate Registration
Home

m Create Certificate

m Certification Authority
Certificate

m Certification Practice
Statement

Certification Authority (CA) Certificate

If you are refrieving a Federal Reserve Banks (FRE) digital certificate you do not need to retrieve
the FRE Services Root CA Certificate or the FRB Services Issuing CA Certificate. These certificates are
automatically imported into your Web browser when you retrieve a FRE Digital Certificate.

The FRE Services Root CA and FRE Services Issuing CA Certificates allow users to verify that the Web
site they are visiting is considered trustworthy and secure. With these credentials, your Web browser will
automatically trust all Certificates assigned by the FRB Services Root and Issuing CAs.

If you have a need to select the following options, you will be asked if you want to accept the Certification

Authority's Certificate on your Web browser. Accepting the FRE Services Root CA and FRE Services
Issuing CA Certificates will import them directly into your Web browser.

FRB Services Root CA Cedrificate.

FRB Services Issuing CA Certificate.

FRB Services Root CA Certificate (PEM enceding)

MIIDh]jCCAmEgAwIBAQIETUMXODANEgkghkiGOwOBAQSFADEIMOswCOYDVOOGEWTL
czEeMBwGAIUECHMVERMVEZXThicCESZXN1cnZ 1 IEJhbmt zMRUWEwY DVOOLEwxQS0kg
U2Vydml]j ZXMxHTALBgNVBAMTFEZSQIBTZXJ2aWN1cyBSoZ 90 IENEMB4XDTEXMDE Y
CDE4NTEINFoXDTMxMDEyOCDESMIEINFowYzELMAKGAIUEBRMCAXMxH) AcBgNVERAQT
FUZlZGVyYWwoUmVzZXJ2Z5BCYWSrczEVMEMGAIUECXMMUECJIFN1cnZpY2VeMROw

3. Inthe File Download prompt, click on the Open button.

[FiE Downlozd - Sectni ==

Do you want to open or save this file?

Mame: FREServiceslssuingCAl.cer
ﬁ Type: Security Certificate, 1.61KB
From: registration.federalreserve.org

Open Save ]| Cancel {

While files from the Intemet can be useful, this file type can
potentially ham your computer. F you do not trust the sounce, do not
open or save this software, What's the risk?

© 2015 Federal Reserve Banks
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4. In the Certificate Information window, click on the Install Certificate button.

General | Details | Certification Path |

M Certificate Information

this certificate.

Windows does not have enough information to verify

Issued to: FRE Services Issuing CAl

Issued by: FRE Services Root CA

Valid from 3/ 5/ 2011 to 3/ 5/ 2021

[InsEII Certificate.. ]

Learn mare about terfificates

Issuer Statement

© 2015 Federal Reserve Banks
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5. The Certificate Import Wizard will be initiated. Click on the Next button.

-

Certificate Import Wizard

=

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next,

< Back [ Next > ] [ Cancel

6. Select Place all certificates in the following store and click Browse. Select the Intermediate
Certification Authorities option and click OK. Verify the selection and click on the Next

button.

Certificate Import Wizas

I Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store

I Certificate store:

Intermediate Certification Authorities

Learn more about certificate stores

< Back I[ Next = ][ Cancel
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7. Click Finish.

Certificate Import Wizare

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Cerfificate Store Selected by User QiR = LA ®= grjile

Content Certificate

< Back I][ Finish ]\[ Cancel

8. A confirmation prompt will be displayed when the certificate has been installed successfully. Click
on the OK button to complete the FRB Services Issuing CA Certificate installation.
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